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1.
INTRODUCTION 
As a result of the August 14, 2003 Blackout in the Eastern Interconnection, Recommendation 2C of the North American Electric Reliability Council (NERC) Report on the Blackout called for the review and update of existing approved and draft compliance templates applicable to current NERC operating policies and planning standards.  NERC and the industry recognized the need for accelerating the transition from existing operating policies and planning standards to a single set of Reliability Standards under the American National Standards Institute (ANSI)-accredited process.  It was also recognized that the transition to new standards and retiring of existing operating policies and planning standards would be too complex for industry implementation if taken one standard at a time over several years.

On February 8, 2004 the NERC Board of Trustees approved modifications to Planning Standards and Operating Standards (Version 0).  The Version 0 Transition effort was implemented to expedite the translation of previous operating policies and planning standards to a single set of reliability standards in a timely process.  The Version 0 Standards recognize the NERC Functional Model when identifying applicability of Standards.  NERC’s Version 0 Reliability Standards became effective April 1, 2005.

On August 8, 2005, the President of the United States signed the Energy Policy Act of 2005 (EPAct) directing the Federal Energy Regulatory Commission (FERC) to select an independent Electric Reliability Organization (ERO).  The EPAct Authorizes the ERO, subject to FERC review and approval, to assess penalties or take other action to address noncompliance with approved standards.  The EPAct also directs the ERO to seek recognition in Canada.
This document describes WECC’s plan for implementing the WECC Compliance Enforcement Program (CEP).  The Compliance Enforcement Program incorporates existing WECC processes and conforms to all applicable NERC and FERC requirements.


It is WECC’s purpose to enhance the reliability of the Western Interconnection bulk power system through:

a) the development of WECC Interconnection-wide Regional Reliability Standards; 

b) the compliance assessment and enforcement of those WECC Interconnection-wide Regional Reliability Standards as well as all approved ERO Standards; and   

c) the identification of those entities responsible for meeting the standards, through the WECC Entity Registration process. 

In the United States the WECC will operate in accordance with the terms and conditions contained in the WECC Interconnection-wide Regional Delegation Agreement negotiated with the ERO (Delegation Agreement).  WECC will monitor, assess and enforce compliance of Registered Entities responsible for compliance within the Western Interconnection.  

In Canada WECC will operate in accordance with the terms and conditions contained in separate agreements with the appropriate British Columbia Authorities, the Alberta Electric System Operator, and any other relevant entity responsible for compliance within the Western Interconnection.  In Mexico, WECC will continue to enforce the WECC Reliability Management System.  
Compliance with approved WECC Regional Reliability Standards or approved ERO Standards shall be enforced consistent with the WECC sanction guidelines for approved WECC Regional Reliability Standards and ERO sanction guidelines, or sanction guidelines applicable to Canadian entities as identified in the individual agreements for approved ERO Standards.  Enforcement activities will only be publicly disclosed when the violation has been confirmed. 

2. 
DESCRIPTION OF THE COMPLIANCE OFFICE, PROGRAM AND ORGANIZATION 

2.1 Organization
The Western Electricity Coordinating Council is the Regional Reliability Organization and the Regional Entity for the Western Interconnection.  The compliance office consists of a Director – Standards and Compliance and the director’s Staff.  Reporting to the Director – Standards and Compliance is a Manager of Compliance.  The Manager of Compliance will help oversee the WECC Compliance Enforcement Program and help guide the WECC Staff in all areas of the compliance program.  The WECC Staff is responsible for all areas of the WECC Compliance Enforcement Program, including monitoring, sanction determination, regional hearings, reporting, mitigation management, and audits.  The WECC Staff will, from time to time, utilize WECC membership expertise in determining compliance or noncompliance.  This expertise may be in the form of individual input or the input of WECC subcommittees or subgroups.  While WECC Staff will give due consideration to guidance provided by a WECC member, subcommittee or subgroup consulted regarding a compliance issue, and it is generally expected that the WECC Staff will follow such guidance, the NERC Rules of Procedure require that all evaluations of compliance and all penalties or sanctions levied be carried out by independent regional staff, not committees of peers.  Therefore, all final determinations will be made by WECC Staff, under the oversight of the Director – Standards and Compliance.  In the event of a disagreement between the WECC Staff and any WECC member, subcommittee or subgroup consulted regarding compliance, the entity being reviewed has the right to request a review of the findings by the WECC Reliability Compliance Committee.  This process is described below in section 4.4.  Flow Charts have been developed by the NERC Regional Compliance Mangers to identify the various components of the Compliance process.  
2.2 Authority

In accordance with the terms of the Delegation Agreement, NERC has delegated authority to WECC, pursuant to Section 215(e)(4) of the Federal Power Act for the purpose of proposing Reliability Standards to NERC, as set forth in Section 5 of the Delegation Agreement, and enforcing Reliability Standards, as set forth in Section 6 of the Delegation Agreement within the geographic boundaries of the Western Interconnection.  No further redelegation of authority or responsibility, in total or in part, is allowed without NERC’s express consent.  As a Cross-Border Regional Entity, the authority delegated to WECC by NERC through the Delegation Agreement extends only to the portion of the Western Interconnection that is within the United States. Delegation of authority by Canadian or Mexican authorities to WECC is governed by separate agreement(s).

2.3 Staff Code of Conduct

The WECC Officers and Employees Standards of Conduct are Appendix B to the WECC Bylaws, which are included in Exhibit B of the Delegation Agreement.  The WECC Officers and Employees Standards of Conduct include requirements prohibiting conflicts of interest that would cast doubt on the ability of the staff of the WECC to act with total objectivity with regard to the overall interests of the compliance program and its applicability to those entities subject to Reliability Standards.  

WECC will not hire any contractor that has a conflict of interest as defined in the Officers and Employees Standards of Conduct.  Any contractor involved in the CEP will be required by express contract terms to avoid and/or immediately disclose conflicts of interest that would cast doubt on the contractor’s ability to act with total objectivity with regard to the overall interests of the compliance program and its applicability to those entities subject to Reliability Standards. 

2.4 Committee Member and Board Member Code of Conduct

WECC Board Members.  The Standards of Conduct for Members of the WECC Board of Directors are Appendix A to the WECC Bylaws, which are included in Exhibit B of this Agreement.  The Standards of Conduct for Members of the WECC Board of Directors prohibit conflicts of interest that would cast doubt on the ability of a Board member to 1) act with total objectivity with regard to the overall interests of the compliance program and to assure that it operates in a fair, nondiscriminatory manner, and 2) to implement such procedures in the governance of WECC as may be necessary to prevent control or the appearance of control of the decision-making by any committee member, board member, limited group of committee or board members not representing the overall interests of WECC or any others involved in the compliance program.

Committee Members and others.  Any committee member or other person involved in WECC’s compliance function will be required to sign an agreement stating that they will comply with the obligations set forth in Section II (Duty of Loyalty) of the Officers and Employees Standards of Conduct and to avoid conflicts of interests.  This requirement will not apply to WECC officers and staff subject to the WECC Officers and Staff Standards of Conduct, to contractors that have signed a contract prohibiting conflicts of interest, or WECC Board members subject to the Standards of Conduct for Members of the WECC Board of Directors.

WECC will annually require all Board members and those committee members involved in the CEP to complete conflicts of interest questionnaires, and WECC will report any conflicts to NERC.
2.5 Functional Separation
WECC will maintain functional separation between all jurisdictional activities and WECC’s other activities.  WECC will segregate the activities of its Staff to ensure that no conflicts of interest that would cast doubt on the ability of WECC Staff and any contractor to act with total objectivity with regard to the CEP.  It is recognized that since the WECC Reliability Coordinators are funded through the WECC budget, and are considered part of the WECC Staff, the WECC Staff will not be able to audit the Reliability Coordinators for compliance with the approved Reliability Standards.  WECC will make other arrangements for audits of the Reliability Coordinators, with options including but not limited to requesting that  the ERO conduct the compliance audit of the WECC Reliability Coordinators or obtaining an independent auditing firm to conduct the compliance audits.
2.6 Antitrust

The WECC Anti-Trust Discussion Guidelines are comprised of three parts.  Part I provides general information, Part II identifies prohibited activities, and Part III identifies permitted activities.  All members of the WECC Staff are required to adhere to the WECC Anti-Trust Discussion Guidelines. 
3.
COMPLIANCE ENFORCEMENT PROGRAM OVERVIEW

The WECC Compliance Enforcement Program applies to all users, owners, and operators of the Bulk Power System (Registered Entities) whether they are a member of WECC or NERC or not.  Membership in either or both organizations is not a requirement or prerequisite for mandatory compliance with approved Reliability Standards.  

All Registered Entities are expected to provide a response to the WECC Compliance Enforcement Program requests.  An entity’s responsibility for compliance will be identified through the WECC Compliance Registry.  A copy of the information included in the WECC Compliance Registry is available on the WECC web site at:

www.wecc.biz.?

All approved NERC and WECC Regional Reliability Standards are included in the WECC CEP program.  However, only a limited number of approved Reliability Standards will be actively assessed each year.  NERC will identify those approved NERC Reliability Standards for active assessment each year, and WECC may choose to actively monitor additional approved NERC Reliability Standards or approved WECC Regional Reliability Standards each year.  A list of those standards being actively assessed is included in Appendix __. 

WECC’s CEP relies heavily upon existing WECC processes that, for the most part, are based on many years of experience and use.  The critical steps in the compliance process are:

· Monitoring of reliability 

· Compliance determination

· Determination and assessment of sanctions

· WECC hearing process

· Mitigation of violations

· Reporting of noncompliance

WECC’s primary processes for monitoring reliability are periodic monitoring, self-certification, audits, and investigations.  These processes are described in greater detail in section 4 below.  Any registered entity wishing to appeal a compliance finding by the WECC Staff must follow the NERC appeals process.  The NERC Rules of Procedure require that all appeals be heard by the ERO.  Mitigation of violations is critical if reliability is to be maintained.  The WECC mitigation requirements are addressed in section 6.  All Registered Entities are required to provide a mitigation plan for all confirmed violations.  The NERC Penalties and Sanctions Guidelines will be used for assessing penalties for all confirmed violations of approved Reliability Standards.  The NERC Penalties and Sanctions Guidelines are included in Appendix B.  At any time during the process, a registered entity incurring a violation may seek to negotiate a settlement with WECC in place of the assessed penalty as described in the NERC Penalties and Sanctions Guidelines.  Data retention requirements and confidentiality of data are addressed in section 7 below.  A WECC Late Data Procedure has been developed to address late data submittals.  All costs associated with WECC Compliance activities shall be borne by the entity incurring the costs.
4.
COMPLIANCE PROGRAM DETAILS 

4.1 Monitoring (Violation Sources)
WECC Staff is responsible for all monitoring of Registered Entities for assessing compliance.  The following sections identify the various monitoring processes. 
4.1.1 Compliance Audits

In 1995, WECC’s predecessor organization, WSCC, implemented a Compliance Review Process, which involved on-site compliance reviews of WSCC members for compliance with Reliability Standards.  The reviews were conducted by individual review teams to heighten awareness regarding WSCC and NERC reliability requirements and to promote compliance with these requirements.  Beginning in early 2005 the process was expanded to fulfill the NERC Readiness Audit requirements identified in Recommendation 3a in the NERC report on the Eastern Blackout.  The NERC Rules of Procedure identify Readiness Audits as a program to assess the readiness of reliability coordinators, balancing authorities, transmission operators, and other entities with responsibilities to operate the bulk power system reliably, and to identify opportunities for improvement.  
The NERC Rules of Procedure identify a Compliance Audit as a process in which a detailed review of an entity is performed to determine if that entity is complying with NERC Reliability Standards. It is usually performed on the entity’s site. A Compliance  Audit includes but is not limited to:

· Determining compliance with any and all of the NERC Reliability Standards that apply to the functions performed by the entity; and
· Reviewing supporting documentation and evidence used for self-certification reporting since the previous audit.

Prior to 2007 WECC used a supplemental module of questions appended to the readiness audit questionnaire to conduct WECC Compliance Audits in conjunction with NERC Readiness Audits.  The NERC Rules of Procedure require that Readiness Audits and Compliance Audits be treated as two different processes and be conducted separately. 
Beginning in 2007 WECC will conduct on-site Compliance Audits of the same organizations participating in the NERC Readiness Audits.  A WECC Compliance Audit team will conduct the Compliance Audit immediately following the Readiness Audit.  The annual Readiness Audit schedule will be developed by NERC with inputs from the regions. 

Entities that are scheduled to be audited will be notified of the audit schedule at the beginning of the year when the NERC Readiness Audit schedule is finalized.  WECC will form the necessary audit teams and distribute an audit questionnaire to the entities scheduled to be audited.  Entities will be given an appropriate amount of time to complete the audit questionnaire and return appropriate information to WECC prior to the audit.  The audit team will review all materials provided in advance of the audit.  The audit team will then conduct an on-site audit.  Upon completion of the audit the preliminary findings will be reviewed with the entity and a preliminary findings report will be drafted by the audit team.  The audited entity will be given the opportunity to review and comment on the preliminary findings report and provide comments to the audit team.  The audit team will review any comments provided in response to the preliminary findings report and make any necessary changes to the report.  This final findings report will be reviewed by the WECC Staff and any probable violations will assessed in accordance with the WECC Compliance Enforcement Process.  A copy of the final findings report will be provided to the audited entity and NERC.  
4.1.2 Self-Certification

WECC has identified self-certification as the best method for easing the reporting burden on the Registered Entities.  Through self-certification, entities provide information for assessing individual compliance with many of the approved Reliability Standards that are being actively assessed.  Self-certification forms are developed each year for the Reliability Standards that have been identified for active assessment and for which self-certification has been selected as the means of reporting compliance.  Each self-certification form identifies the Reliability Standard being assessed.  The self-certification form also identifies the requirements of the standard, a description of full compliance, and the levels of noncompliance.  Registered Entities determine compliance or the appropriate level of noncompliance for their organization for each applicable standard being self assessed.  Self-certification summary signature pages allow the reporting entity to summarize, on one form, its responses for the individual self-certification forms.  The purpose of the self-certification summary signature pages is to reduce the amount of material that must be returned.  Self-certification summary signature pages are to be returned to the WECC Staff by the date identified for each year’s compliance program.  Individual summary signature pages are developed for Reliability Standards associated with planning activities, for Reliability Standards associated with operating activities, and for Generation Owner only entities, to allow for the review and signatures by the appropriate responsible parties.  WECC will continue the use of the WECC Compliance Action Plan Form (Mitigation Plan) for reporting mitigation plans when noncompliance is self-assessed.  A complete description of the mitigation reporting process is included in section 6 below.  

4.1.3. Spot Checks
The WECC Staff will conduct spot checks of appropriate Registered Entities for compliance with the Reliability Standards.  Spot checks will consist of a “table top” type audit of one or more Reliability Standard(s).  Table top audits are not an on-sight audit but rather an audit of materials provided by the audited entity.  The selection of Reliability Standards for spot checks will typically be random to prevent entities from focusing solely on the requirements of the Reliability Standards that are being spot checked.  


4.1.4 Investigations
WECC has for many years maintained and refined procedures that may be characterized as investigative measures.  These procedures are used within WECC to investigate system disturbances, remedial action scheme failures, protective relay failures, and any other unusual events that have the potential to adversely affect interconnected electric system reliability.  WECC’s Compliance Monitoring and Operating Practices Subcommittee (CMOPS) administers the procedures.  Following an event that triggers WECC’s investigative measures, an assignment is made to an individual or group of individuals having the appropriate expertise to carry out the investigation and prepare a report.  The report follows a prescribed format, including a description of the incident, conclusions and recommendations, and sequence of events.  It is a common practice to involve other specific groups within WECC’s structure as needed, such as the WECC Relay Work Group, in completing the investigation of system events that have affected reliability or have the potential to affect reliability.  The reports prepared as a result of the investigation are reviewed and approved by CMOPS.  The recommendations made as a result of the investigations are maintained in a log.  This log is formally reviewed three times per year by CMOPS to determine progress in implementing the recommendations.  Procedures are in place to address recommendations that are not being implemented in a timely manner.  The “Investigative Measures” requirements of the WECC Compliance Enforcement Program that are not already in use will be assimilated into WECC’s existing Investigative Measures Process.

WECC has developed a reporting procedures for reporting certain system events (disturbance reporting procedures).  The reporting procedures describe in detail WECC’s investigative process.  The reporting procedures are intended to provide a common basis for consistent reporting of abnormal system conditions and events.  The reporting procedures include a definition of “Event” for which investigations must be conducted.  

As part of the WECC reporting procedures, conclusions and recommendations will be formulated.  Any conclusion that indicates a probable violation of a Reliability Standard will be investigated following the same processes applicable under the WECC CEP for any other probable violation.  Mitigation plans will be requested (see section 6) for all confirmed violations.  The WECC Staff maintains a log of all report recommendations. Entities responsible for implementation of recommendations in the log shall periodically report the resolution status of such implementation to the WECC Staff.  When a recommendation has been fully implemented, complied with, or otherwise resolved, it will be archived and removed from the recommendation log.  
As an Interconnection-wide Regional Reliability Organization and Regional Entity, WECC will take the lead in all investigations of events occurring in the Western Interconnection.  


4.1.5 Complaints

In the event that an entity wishes to file a complaint regarding a potential or probable violation of a NERC or WECC Regional Reliability Standard, the complainant must complete and submit to the ERO the ERO Complaint Form.  A link on the WECC web site, under the NERC Compliance Program page will take a complainant to the NERC Complaint Form.  (Note:  WECC link is not available yet because the NERC site does not exist yet.)  The ERO will notify the appropriate Regional Entity of the complaint.  The Regional Entity will review the specifics of the complaint to determine if the complaint is merited.  If the complaint is not merited, the Regional Entity will notify the complainant and the ERO that the complaint is not merited, and the process is ended.  If the Regional Entity determines that the complaint is merited, it will notify the entity the complaint was lodged against of the complaint and also notify the ERO that an investigation is underway.  The complainant will also be informed that an investigation has been initiated.  If the investigation identifies a probable violation, the WECC enforcement process set forth below in section 4.2 will be initiated, beginning with the Compliance Determination step.  If the investigation indicates that there was not a probable violation, notice will be provided to the entity the complaint was lodged against and to the ERO.  Results of the investigation to determine whether or not a probable violation occurred will not be reported to the complainant.  If through subsequent WECC procedures, a violation is confirmed, notice of the confirmed violation will be made public in accordance with the NERC Guidelines for Reporting and Disclosure.  


4.1.6 Self-Reporting  
Self-reporting is different from self-certification in that self-certification is the means by which Registered Entities provide information for assessing individual compliance with Reliability Standards that are being actively assessed (see section 4.1.2 above).  Self-reporting is to be used for reporting noncompliance with any Reliability Standard that is not being actively assessed, or to report an incident of noncompliance at a time other than when the self-certification forms are collected.  WECC has developed a self-reporting form that will be made available to all Registered Entities.  If an entity becomes aware that it has violated a Reliability Standard, the entity should complete a copy of the WECC self-reporting violation form and return it to the WECC Staff.  WECC Staff will review the self-reporting form to determine if a potential violation has occurred.  If the review indicates that a potential violation has occurred, WECC will initiate enforcement proceedings, beginning with the Initial Determination step.  If the review indicates that there is not a probable violation, a report will be completed with a copy provided to the entity that submitted the self-reporting form and to NERC.  Exception reporting, which is defined as reporting of a violation for certain initiating events, is included in the self-reporting category.  There are not set timelines or due dates for exception reporting, because unless an initiating event occurs, no reporting is necessary.

4.1.7 Periodic Data Submittal
Depending on the Reliability Standard being assessed, periodic data submittal may be required.  Some Reliability Standards require monthly data submittals, some require quarterly data submittals, and some require annual data submittals.  Regardless of the periodicity of the necessary data submittals, WECC will develop and make available to all Registered Entities, the appropriate reporting forms and instructions for completing the forms.  Registered Entities are required to complete the appropriate forms and provide the information to WECC in a timely manner.  WECC will review the periodic data submittals, and if a probable violation is identified WECC will initiate enforcement proceedings, beginning with the Compliance Determination step.  Appendix ​_ is a matrix identifying the approved Reliability Standards that are being actively assessed.  Included in this matrix is identification of those Reliability Standards for which periodic data submittal is required.  

WECC has many periodic monitoring procedures already in place that WECC will continue to use as part of the WECC Compliance Enforcement Program.  WECC routinely collects system-modeling information under a prescribed schedule that is established on an annual basis by WECC’s Technical Studies Subcommittee (TSS).  TSS is assisted by WECC’s System Review Work Group (SRWG).  TSS reports to WECC’s Planning Coordination Committee (PCC).  A document titled WECC Reporting Process for the Collection of Loads and Resources Data describes the procedures through which WECC periodically collects historical and forecasted load and resource data.  The “Periodic Monitoring” requirements of the WECC Compliance Enforcement Program will be fully assimilated into WECC’s existing Periodic Monitoring Processes where appropriate.

4.1.8 Whistleblower Notification
A Whistleblower notification is a complaint filed by an individual wishing to remain anonymous.  NERC has established a Whistleblower notification process and is responsible for obtaining adequate information, to be forwarded to the appropriate Regional Entity, to allow the Regional Entity to complete an investigation.  The NERC Whistleblower process includes an initial determination of whether the complaint is merited prior to forwarding the information to the Regional Entity.
A Whistleblower may notify NERC of a possible violation of an approved Reliability Standard by his or her own organization or by another entity.  Because the Whistleblower may work for the organization that the alleged complaint is being made against, protection of the entity’s identity is critical.  For this reason, the Whistleblower must follow the NERC Whistleblower process.  The information provided to the Regional Entity from NERC will NOT include the Whistleblower’s identity.  A link on the WECC web site, under the NERC Compliance Program page will take a complainant to the NERC Whistleblower process.  (Note:  Actual WECC link is not available yet because the NERC site is not available yet.)  

All Whistleblower notifications made to NERC and forwarded to the Regional Entity will be considered alleged violations and will be investigated as described in the Compliance Determination Process identified in section 4.2 below. 

4.2 Sanction Determination

All determinations of violations and appropriate sanctions for confirmed violations will be made by the WECC Staff.  WECC has developed a step by step process for confirming violations, including notification to the registered entity of a probable violation, procedures through which the WECC Staff will investigate the violations, and an opportunity for the entity incurring the probable violation to provide any additional information or request a review of the data by the WECC Reliability Compliance Committee.  Details of the Compliance and Sanction Determination process are provided below.  All sanctions for confirmed violations will be determined in accordance with the NERC Penalty and Sanction Guidelines.  WECC Staff will consider all appropriate mitigating and aggravating factors identified in the NERC Penalty and Sanction Guidelines in making the initial sanction determination.  WECC has developed a document to guide the WECC Staff in determining the initial sanction (Note:  this document has not been developed yet pending completion of the penalties calculation sheet by NERC) to help ensure consistency in penalty calculation and assessment within the Western Interconnection.  No penalty imposed for a violation of a NERC or an RRO reliability standard shall take effect until the thirty-first day after NERC files, with the applicable regulatory authority, notice of the penalty and the record of the proceedings in which the violation and penalty were determined, or such other date as ordered by the applicable regulatory authority.

Compliance Determination Process 

Compliance Determination – The WECC Staff will review all data and information submitted to WECC in association with the WECC Compliance Enforcement Program.  WECC Staff may request the submission of reasonable supplemental or additional data or information if deemed necessary to determine compliance or noncompliance.  If the WECC Staff determines that a registered entity may not have complied with any of the Reliability Standards the entity will be promptly notified of the alleged violation and will have fifteen (15) working days from such notice, or a mutually agreeable extension thereof, to provide additional or corrected data (including information that would excuse the action or inaction of the entity) to demonstrate compliance.  WECC will provide notification to the ERO of the alleged violation at the same time notice is provided to the registered entity.

Initial Determination – If, following review of the relevant data or information, the WECC Staff makes an Initial Determination that a registered entity has failed to comply with a Reliability Standard, the WECC Staff will notify the entity detailing the assessment of noncompliance and appropriate sanction assessed for the alleged violation.  A copy of this Initial Determination will also be provided to the ERO.  Sanction amounts will be calculated in conformance with the NERC Sanctions Guidelines.

Reliability Compliance Committee (RCC) Review of Noncompliance – Within fifteen (15) working days of receipt of notification of an Initial Determination by the WECC Staff, a registered entity may request that the RCC review the WECC Staff’s Initial Determination.  (This step is also sometimes referred to as “data review”).  A complete description of the WECC RCC Review of Noncompliance is included in section 4.4 below.

Final Determination – If RCC review is not requested, the Initial Determination will become a Final Determination (also sometimes referred to as a “confirmed violation”) fifteen (15) working days after receipt of notification of the Initial Determination.  If RCC review is requested, the WECC Staff will consider the findings of the RCC in making its Final Determination.  

Self-Certified Violations – For those violations reported through a complete, signed self-certification form or a self-reporting form, the Compliance Determination step will be bypassed and notification to the registered entity will move directly to the Initial Determination step.   


Exemptions to stated timelines – In rare instances the timelines indicated above may not be reasonable.  The identified timelines will apply unless an extension is requested in writing and such request is granted by the Staff.

Costs of Hearings – All costs of hearings shall be borne by the entity incurring the costs.  


4.3 Settlements


At any time during the process, a registered entity incurring a violation may seek to negotiate a settlement with WECC in place of the assessed penalty as described in the NERC Penalties and Sanctions Guidelines.  Settlements are to be negotiated with WECC.  If a request for a settlement is made during the ERO appeals process, the request for settlement will be turned over by the ERO to WECC.  WECC is not obligated to accept any settlement offers from a registered entity with an alleged violation.  All settlements must be approved by FERC.

4.4 Regional Hearing Process

As indicated above, within fifteen (15) working days of receipt of notification of an Initial Determination by the WECC Staff, a registered entity may request that the RCC review the WECC Staff’s Initial Determination.  Such request will be in writing and will include such additional data and information as the registered entity deems relevant.  Following such a request, the WECC Staff will prepare and submit a report to the RCC setting out its Initial Determination and the reasons for such determination, with a copy to the registered entity requesting review.  Such report will include all information and data submitted by the entity requesting review and by other entities (if any).    
If requested, the RCC will perform an independent review of the data and other information submitted and provide its findings to the registered entity requesting review and WECC Staff within twenty (20) working days of the request for review.  Such review will be based solely on the report provided by the WECC Staff and on the relevant data and information provided to the WECC Staff by the registered entity requesting review and by others.  The RCC in its review may either support the Initial Determination of the WECC Staff or, if it does not support the Initial Determination, substitute its own judgment regarding compliance.  No member of the RCC will participate in the review unless (i) the member has agreed in writing to be bound by the confidentiality obligations applicable to the WECC Staff, or (ii) the registered entity requesting review consents to the member’s participation.  If any member of the RCC is an employee, director, or officer of the entity requesting review or any affiliate thereof, that member will not participate in such review and the alternate member for his or her industry segment will participate instead.

4.5 ERO Appeals Process

If a registered entity wishes to appeal a Final Determination made by the WECC Staff, the entity may apply for an appeal of any findings of the WECC Staff or any sanction amount determined by the WECC Staff.  Under the NERC Rules of Procedure, all such appeals will be heard by the ERO and not conducted at the regional level.  All such appeals will follow the NERC Appeals Process.  The NERC Appeals process includes a right to further appeal to the applicable regulatory authority in the event that the registered entity wishes to challenge the findings or outcome of an ERO Appeal.  

5.
REPORTING AND DISCLOSURE

WECC will follow the NERC Guidelines for Reporting and Disclosure for reporting violations of all approved NERC Reliability Standards and WECC Regional Reliability Standards to NERC.

The WECC Staff will utilize the standardized reporting forms developed by the ERO for reporting noncompliance. The WECC Staff is responsible for all reporting to NERC for the WECC Region.

6. MITIGATION PLANS

Mitigation plans must be developed for all instances of confirmed noncompliance, and are to be returned with the self-certification summary signature pages if reporting of noncompliance was through self-certification.  For any probable violations identified through the NERC Readiness Audit Process, and confirmed through the WECC CEP, a mitigation plan will be requested and monitored in the CMOPS Readiness Audit Log.  Registered Entities are responsible for full compliance with all Reliability Standards and therefore Registered Entities are expected to develop a plan to achieve full compliance when levels of noncompliance are indicated and/or found.  Mitigation plans should identify any changes to operating procedures, policies, processes, etc. that are required to achieve full compliance.  As a minimum, the following should be included in all mitigation plans:

· Identification of the Reliability Standard for which noncompliance is indicated

· Level of noncompliance self-assessment

· Reason for noncompliant self-assessment

· Necessary changes or actions required to achieve full compliance

· Date for completion of actions required to achieve full compliance

· Point of contact for follow-up

· If a repeat occurrence of noncompliance, an update to the original mitigation plan or explanation identifying why the original mitigation plan was not effective and suggested modifications to achieve full compliance

To aid Registered Entities in reporting mitigation plans, a WECC Compliance action plan form has been developed.  A copy of this form should be completed for each Reliability Standard for which the registered entity self-assesses noncompliance and returned with the members self-certification summary signature pages.

6.1. Request

The request for mitigation plans will be made at the time of notification of a confirmed violation (Final Determination).  Registered Entities submitting self-certification forms identifying noncompliance should submit a copy of the WECC compliance action plan (mitigation form) at the same time the self-certification is submitted.  
6.2. Submission
A copy of the mitigation form must be completed and returned with the summary signature pages for each Reliability Standard for which noncompliance is self-certified or self reported.  For violations identified through other methods, a mitigation plan must be submitted within twenty (20) working days of the notification of Final Determination.

6.3 Review and Approval

WECC Staff is responsible for review and approval of all mitigation plans.  If the WECC Staff does not believe that an appropriate mitigation plan has been provided, the WECC Staff will notify the registered entity of the deficiencies and request that these deficiencies be addressed.

6.4 Completion/Confirmation of Implementation
Included in the WECC compliance action plan (mitigation form) is a completion date.  Registered Entities must provide an expected completion date for all mitigation plans.  The WECC Staff will keep a log of all mitigation plans and follow up with the Registered Entities to verify that the mitigation plans have been completed as scheduled.  Registered Entities with confirmed violations for which an approved mitigation plan has been provided will not incur an additional violation during the defined mitigation period.  However, if a mitigation completion date passes and the violation has not been resolved a second violation will be assessed, along with the appropriate aggravating factors identified in the NERC Penalties and Sanction Guidelines.  If a registered entity with a confirmed violation encounters problems or delays in completing its approved mitigation plan, it should immediately notify the WECC Staff, providing a detailed description of the problems encountered, and seek an extension to the approved mitigation plan completion date.
7. DATA RETENTION AND CONFIDENTIALITY.

7.1 Data Management

WECC will use a database management system for collection and storage of the WECC Compliance Enforcement Program information.  This database will enable WECC to develop appropriate reports to NERC and for WECC Staff use in tabulating and tracking compliance statistics.  (Note:  This database is in the process of being developed and WECC will utilize either electronic or paper submittals and track compliance reporting utilizing an excel spreadsheet until such time as the database can be implemented.) 
7.2 Data Retention Requirements

Due to the large amount of data that must be collected and assessed, there generally is a minimum retention period for all data associated with the CEP.  The minimum period that Registered Entities must maintain all records for data associated with the CEP is identified in the individual Reliability Standards.  If this information is not included in the Reliability Standard, Registered Entities must maintain all data records for a minimum of three years.
WECC will maintain all data records for a minimum of two audit cycles.  For entities requiring certification that are identified in the NERC Rules of Procedure as being required to be audited on a three year cycle (Balancing Authorities, Transmission Operators, and Reliability Coordinators), WECC will maintain all data, final finding reports from compliance audits, logs of mitigation plans, and any data submitted for WECC hearings for a minimum of six years.  There are additional audit requirements identified in the NERC Rules of Procedure for entities not requiring certification.  For these additional entities WECC will also maintain the data for a minimum of two audit cycles.  (Note: The audit cycles for these entities have not been identified but one thought is that it may be a five year cycle.  If this is the case, WECC will maintain data for these entities for a minimum of ten years.)
The two audit cycle retention period will allow review of prior audit materials and reports when considering progress on current audit results and recommendations.

7.3 Confidentiality

All materials and data provided by Registered Entities or collected by the WECC Staff from the Registered Entities through the audit process in conjunction with the CEP will be held confidential by the WECC Staff.  While the data and materials collected in association with the CEP will be held confidential, confirmed violations, which may be based on the data and materials, will be made public in accordance with the NERC Reporting and Disclosure Guidelines, as provided in section 5 above.

In order to ensure confidentiality WECC will require all individuals associated with the CEP other than WECC Staff to sign confidentiality agreements.  The WECC Staff is bound by confidentiality requirements identified in section II.E of the WECC Officers and Employees Standards of Conduct referenced in section 2.3 above. 

WECC will use WECC Staff and consultants for conducting Compliance Audits.  WECC may also use stakeholder members on compliance audits to provide or supplement specific expertise necessary for the assessment of specific materials.  This may include audit teams that are conducting on-site audits, reviewing self-certification submittals, or conducting spot checks or “table top” audits.  Prior to participation in any of these activities each balanced stakeholder audit team member must have executed a WECC Compliance Audit Confidentiality Agreement.

Members of the WECC Reliability Compliance Committee and any other WECC committee member involved in CEP activities will be required to execute a WECC Committee Member Agreement to Comply With Standards of Conduct.  This agreement requires the committee member to comply with section II (Duty of Loyalty) of the WECC Officers and Employees Standards of Conduct.  
8.  
CONFLICTS OF INTEREST 

8.1 Staff Conflicts of Interest

The WECC Staff is bound by the WECC Officers and Employees Standards of Conduct identified in section 2.3 above.  Section II.F of the WECC Officers and Employees Standards of Conduct addresses Conflicts of Interest.
8.2 Others
WECC Board members are bound by the WECC Committee Member and Board Member Code of Conduct identified in section 2.4 above.  Section II.E addresses Conflicts of Interest for WECC Board Members.  

WECC’s conflict of interest policy for contractors hired by WECC to participate in the CEP is addressed in section 2.3 above.

WECC’s conflict of interest policy for any WECC members associated with the WECC Compliance Program is addressed in section 2.4 above.
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